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1. INTRODUCTION
Over the last years, the use of digital technologies has grown exponentially, although
this has limitless possibilities for the improvement of how companies operate and can
have significant impact in the efficiency of companies, the lack of control can have
atrocious effects on people’s life. These people that are in danger of being subjects to
the exploitation of their data include every individual that uses the Internet, thus the
importance of severe monitoring of providers of online services.

The lack of control has been a result of the rapid growth of this market and the
complexity of the market itself. The biggest danger customers face is violation of their
privacy, due to the easy access to their information caused by the lack of regulated
market and the power and value of their information.

Over the last years, there have been countless cases of misuse of customer’s
information and inappropriate behaviors by companies. Although the way the market
should be controlled is becoming more defined thanks to collaboration of countries
and organism, that have created legislations such as the GDPR1, the changes that are
being imposed do not follow the growth of the market itself. The laws that apply to
data gathering companies still have a long way to go until they can guarantee the
safety of customers, and as of today, many companies that have been subject of
misconduct have gone unpunished.

This is why I have decided to focus on the importance of a correct behavior that
companies should adopt for the protection of their customers, not only to avoid
financial fines from the organism that are working on making the Internet a safer
place, but because of the ethical implications, and customer’s satisfaction should be a
top priority for anyone leading a business.

The objective of this paper is to understand how different aspects of the big data
world that directly affect customers are regulated, and if they adequately comply with
1

General Data Protection Regulation, created by the European Parliament and Council of the European
Union
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business ethics. These different aspects will be privacy, transparency and consent. The
reason why I have chosen this topic, is that this new field is growing at a huge pace and
the impact it can have in society can be very positive, however I do not believe that
current regulations manage to successfully protect customers interest.

The methodology I will use for the analysis will start by looking at how the GDPR
defines each term. I will use real life examples for each section to demonstrate how
companies treat the different aspects nowadays. Lastly, I will show the negative
aspects that arise in the case that companies fail to meet the GDPR norms and the
basic business ethics principles.
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2. BIG DATA PANORAMA
2.1 ORIGINS OF BIG DATA
In order to be able to comment on the ethics revolving Big Data, we must have a deep
understanding of what this relatively new concept is.

Although the concept of big data is relatively new, or at least it’s gaining more
recognition over the last years, the idea of analysis and gathering of extremely large
amounts of data is nothing new. The first data centers date back to the 60s and 70s,
however it was not until the 2000s with the boom of digital platforms that massive
amounts of data were easily gathered for the further analysis of this information. It
was when platforms like online platforms like YouTube, Facebook… realized how much
data they were generating that Big Data started to grow, and the importance of data
of costumers started gaining more recognition. (Oracle, 2020)

Overtime, as the use of digital devices has become more common, and necessary for
our daily lifestyle, the amount of data generated by the average person has grown
exponentially. Every year the collection of data becomes easier, thanks to the new
technologies available to consumers to facilitate their daily life, products that are
interconnected and accompany us throughout our daily chores collecting data in the
process surround us. Some of these products include our smart phones, credit card,
cars… Through the development of this interconnected products specifically designed
to gather as much information as possible we
generate amounts of information that far
exceed their predecessors. Every two years
we duplicate the amount of information
generated per minute, hence the importance
of Big Data. The graph to the right shows the
growth in number of Internet user from 2005
until 2019. The first thing that we can see in
the graph is that there is a constant growth,

Graph 1 Number of Internet users worldwide

and it’s estimated that actually (January 2020)

Source: Statista.com
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there are over 4.54 billion users (>50% of world population) (Clement, 2020). The
increasing number of Internet user indicates that every year more people are going to
be generating data therefore increasing the amount of data generated, thus
reinforcing the importance of Big Data.

2.2 WHAT IS BIG DATA?
According to Gartner Dictionary, Big Data is described as high-volume, high-velocity
and/or high-variety information assets that demand cost-effective, innovative forms of
information processing that enable enhanced insight, decision-making and process
automation (Gartner, 2020). The key words here are volume, velocity and variety,
called by some as the 3 Vs of Big Data. They are important because Big Data consists
on huge amounts of information that are so complex and large that requires nontraditional computer applications in order for the information to be analyzed and
transformed into useful information that could be used later used to create value for
firms. As I aforementioned in the previous section, every year we generate larger
amounts of data, hence why the Garner dictionary describes it as high volume. The
image below shows a graphic representation of how much data was generated per day
in 2019 from different devices and platforms.

Image 1 How much data is generated per day.

Table 1 Data measurements units

Source: weforum.org

Source: Own elaboration with data from techterms.com

Source
The table helps to understand the magnitude of information being generated per day,
for example, just from Facebook alone, 4 Petabytes of data are generated per day. As
the image above shows, the Data is obtained from many different devices, from smart
watches to apps inside our phone. This explains the following two Vs of the 3 Vs of Big
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Data. Since we own more devices whose objective is to generate data, the data
collected in these processes come in many forms, in both formats, unstructured and
structured, thus the high-variety and high-velocity, since we generate more
information and in unusual forms. The objective of Big Data is to transform these
immense amounts of data into useful information for companies to apply them to
their business decisions. A useful transformation of structured and unstructured data
can help companies in many forms, it can help reduce cost because it identifies for
efficient ways of doing business; faster and more efficient business decisions, the
reason for this happening is that companies obtain information about the market and
consumers at a faster pace, thus speeding the decision process and not missing out on
business opportunities. A better understanding of the market will also help develop
new products and services since a niche will be easier to identify, or a need/want in
the market will recognized faster due to all the available information about what
customers look for in products and services and their satisfaction being taken into
consideration.

2.3 NEGATIVE ASPECTS AND RISKS.
Even though it may seem as if Big Data can only help companies because it help place
products in the market, thanks to a better understanding of patterns of consumption
from the industry, consumers… it is also worth mentioning that there are some
disadvantages to the use of this technology. As I mentioned before, the information
being transformed doesn’t always come in structured format, it may also be semistructured and unstructured. The problem of the conversion of the data being
analyzed is that it’s estimated that only 20% of the information being analyzed comes
in structured form, this implies that the vast majority of information comes from other
sources, those being videos, audios, reports, documents… and the conversion of this
data into valuable information for companies be inefficient or with worse quality. In
2015, a study that was carried out in Britain that showed that approximately 60% of
consumers had purposely handed out wrong information regarding various aspects of
their life’s such as job title, age, address, company they work for… in order to protect
their privacy (Steyerl, 2017), this is known as dirty data. Other notable risks associated
with big data include cyber security. Since the impact that big data can have on
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companies is so large, it’s not rare for competing companies to try to obtain this
information in illicit ways to benefit themselves, or for third parties to try to steal the
information to sell it to competitors. This is a very important issue because when
handling personal information of consumers, the privacy of this type of information
should be guaranteed. The last risk worth mentioning is regarding the volatility of
information. Since the information is changing at a very rapid pace, it must be analyzed
fast before it’s outdated. A fast analysis might lead to wrong conclusions that could
later on guide companies in the wrong direction.

2.4 TYPES OF INFORMATION
Big Data collects information from many different sources. The most noticeable ones
are the ones that are shown if the image below.
Having a deeper understanding of the
types of data there are will allow us to
know exactly what kind of information
they have collect from us. Therefore I
will be giving an explanation on the
content of the 4 most common types
of

data,

those

being

Structured,

Unstructured, Geographic and RealTime Data. Knowing what data is being
collected and processed is necessary to
understand

Image 2 Types of data
Source: Agroknow, Big data: Types of data Used in
Analytics

the

importance

of

companies making a good use of it

Structured Data:
According to Big Data experts, this type of data amounts to briefly 20% of all the data
being analyzed. We refer to structured data as the information that comes in defined
format. This type of information is the most likely to be affected by Dirty Data, since it
involves information such as Name, Age, Gender, Address, Phone Number, Currency,
Dates… Structured Data is characterized by being easier to analyze and to access than
other forms of data, since its stored in data warehouses and relational databases (a set
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of formally described tables from which data can be accessed or reassembled in many
different ways without having to reorganize the database tables)(Rouse, 2020).

Unstructured Data:
This second type of data is estimated to account for about 90% of the data generated
in the 21st century. Unstructured data is made up of those pieces of information that
are not structured via a pre-defined data model. The information being analyzed here
includes text files, emails, social media (this is one of the reasons for its growth in
volume over the last years), websites… Thus it can come in many formats, i.e. text,
video, image, sound… Due to the variability of the unstructured data, it makes it riskier
than structured, since there can be errors in the transformation of unstructured data
into valuable information, however due to its large volume it plays a huge role in the
Big Data world. As Mohammed Zouhair Al Taie says in his article, the difference, and
advantage, between unstructured data and structured data resides in fact that data
collected from social media has a personal taste embedded to it. (Zouhair Al Taie,
2016)

Geographical Data:
Geographical data, also known as location data, refers to the data collected from
individuals regarding their movement. Electronic devices that track the position of the
individual gather this information. The information collected includes the latitude,
longitude or altitude; the direction the individual is going; the time at which the
individual moved. The main purpose of this information is to help in the development
of transportation routes and urban planning (Information Commissioner Office, year).

Real-time media.
This type of data is collected from streaming of either live of stored media data. The
volume of this type of data has grown significantly over the last few years thanks to
the increase in content of streaming platforms such as YouTube, Twitch, Vimeo…
These platforms contain video, pictures and audio that are used to collect information
regarding viewer’s preferences and likes. Other types of data being collected in this
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section includes online conferences, i.e. Online meeting through Zoom, Skype or other
two-way video and audio transmission applications.
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3. A CORRECT USE OF BIG DATA
This section will focus on the analysis of the basic elements of the ethical framework to
analyze the ethicality of corporate practices. The elements are privacy, transparency
and consent. The analysis will start by explaining the General Data Protection
Regulation (GDPR) guidelines of each area, followed by an analysis of how the reality
of each one is, and in the case of problems in any area, possible sources of
improvement. I have chosen the GDPR because it is the European Regulation for the
correct use of people’s personal data and data circulation; they are in charge on
setting the guidelines of privacy and data usage. It is important to mention that other
organisms have tried to set rules regarding how big data should be used, but the GDPR
has been a regulatory landmark in this new field, serving as an example to other
countries and regulatory organisms. The analysis will vary for each area since, even
though they are supposed to work together to protect customer rights, they are very
different from one another.

3.1 Privacy:
3.1.1. What is privacy?
As I mentioned before, we live in a digital world where everything we do leaves a
digital footprint behind. This footprint is the data that is being generated every second
by customers. This data can be of great value for companies allowing them analyze it
and turn it into information that allows them to forecast future trends in consumer
behavior. However, this information that is being generated every second can
oftentimes be tremendously personal and the individual generating the data would
not be in favor of having this information circulating around the web.
Therefore, data can be considered a two edged sword, with the correct use it can
drastically impact businesses by allowing them to have more successful marketing
campaigns or by allowing them to have a better understanding of the market,
however, this data is susceptible to being stolen or leaked. Here is where the privacy
concept arrives.
The GDPR Privacy policy obliges companies to disclose information regarding how the
data is being used and who has access to it. Privacy rights not only give consumers the
right to know how their information is being used and with whom this information is
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shared (Right to access GDPR Art. 15), but also entitles them to other rights such as the
Right to erasure, Right to Restrict processing, Right to object… These rights ensure that
the consumers can decide when he/she wants to delete their data from the controllers
data base, change the way the controller analyzed the data of the customer and even
stop the controller from processing the data that is being collected from the customer.
The privacy paradox is a theory that states that what consumers claim to value their
privacy is not consistent with how they act on the online marketplace. The theory
suggests that customers publicly acknowledge the importance of their privacy, but in
reality they willingly perform activities that put their privacy at risk, creating a
discrepancy between attitudes and behavior. However, a study carried out by Kirsten
Martin contradicts this theory, and underlines the importance of keeping personal
data private, since customers value more the privacy of their data than the expected
benefits from trading this information (Martin, 2020). Another study emphasizes the
importance of trust between consumers and online businesses. The study revealed a
relationship between loyalty and trust, and how a lack of trust will draw consumers
away from the platform and affect their future purchasing behavior. A violation of the
customer’s privacy will affect the trustworthiness of the company, and affect their
profitability. (Flavián, C., & Guinalíu, M. 2006)

3.1.2 How to achieve privacy?
Once we already know what the big data environment takes into consideration when
defining privacy, we can elaborate on how to achieve it. Privacy’s biggest issue is the
leak of personal information. There are many ways companies can reduce the risk of
personal information being leaked. The techniques vary greatly in terms of complexity
and effectiveness. The least efficient way to protect personal information would be to
reduce the amount of personal data that companies gather from customers. As more
information is being collected, the value of such information increases, therefore it is a
bigger target for leakers. This method of reducing the amount of data collected is not
the most suitable solution for two main reasons:
1. As the size of the data being collected from a customer decreases, the
company will have less information to analyze, thus decreasing the value of the
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information that was going to be used for internal purposes such as marketing
campaigns…
2. No changes in security. This technique is based on the idea that as information
loses value the likelihood of this information being a target for leakers
decreases as well.
This is just an example of a simple way of attempting to protect personal data. Another
technique, that is more complex but more efficient is Data Anonymization. This
technique has several different methods, those being:
•

Data Masking: This method consists on altering values of the database with
symbols. A mirror of the database with the customer’s information is created.
In the mirror version certain personal values are replaced with symbols making
it impossible for a reverse engineer process to find our what the data is. This
advantage of this method is that it assures that data will remain private. The
disadvantage is that it must go a certain amount of changes in order to
guarantee that reverse engineering will not be useful to find out the hidden
values of data.

•

Pseudonymization: This second method is much simpler. It consists on
changing the identity of the customer with a fake pseudonym, this way if
information is leaked, the identity of the consumer will not be given away. The
advantage of this method is that it maintains the validity of data, since no
significant values are being modified. The main disadvantage is that is more
susceptible to reverse engineering, by using information that has not been
modified, such as the zip code, birth, gender…

•

Generalization: In this third method, the goal is to eliminate information can be
used to identify a subject and does not provide significant value to the firm. An
example of this technique is frequently used in addresses, where data
collectors keep the name of the street where the customer leaves, but delete
the number of the apartment. The advantage of this method is that the
accuracy of data is significantly modified while eliminating some of the
characteristics that can be used to identify the customer. The disadvantage is
that some relevant information can still be accessed.
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•

Data Swapping: This method has different names; it can be called data
swapping or shuffling and permutation. This method consists on rearranging
values of the original database without affecting the statistics of the data. This
effectiveness of this method when protecting privacy of customers depends on
what data is being swapped.

•

Data perturbation: This technique changes the database without affecting the
statistical values. They do so by applying different techniques such as rounding
numbers and adding random white noise. The main advantage of this
technique is that the data is being modified without affecting the positive
impacts that it can generate in the company. The main disadvantage is that the
effectiveness of this technique when trying to achieve anonymization depends
greatly on the size of the data set.

•

Synthetic data: This technique is the most secure when trying to achieve
complete privacy. A new artificial set of data is generated thanks to
observations made in the original database, this way no values have to be
modified and the privacy is being ensured. The artificial database is created
through statistical observations that are found in patterns of the original
dataset.

Anonymization

Effect on data validity

Effect on privacy

Observations

Technique
Data Masking

Loss of information in the Sensitive
mirror version.

to

engineering when not increases, the value of it
done properly

Pseudonymization

reverse As protection of data

No relevant information is Sensitive
lost in the process

to

engineering.

decreases.
reverse No loss of value of data,
however risk of privacy
breach is present.

Generalization

Loss of accuracy but not to If data leak, specific Effect depends on what
a significant level

information will not be value
disclosed
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is

generalized.

being

Data Swapping

No

effect

on

statistical Degree of anonymity If not done correctly, it

values

depends

on

values is very susceptible to

being swapped

reverse engineering. Not
the most recommended
method

Data Perturbation

No

effect

on

statistical Depends of the size of Effect depends on the

values

database

size, so very efficient
with large database, but
not recommended for
small ones.

Synthetic Data

Even though the dataset is Best solution to keep More complex than the
artificial, the validity of data privacy and security of other methods but good
remains the same.

customer data

results when marinating
privacy

Table 2 Summary of anonymization methods
Source: Own elaboration from: Imperva

The goal of these techniques is to protect customer’s data in case of data breach from
hackers, data leaks… However, in many cases the data that is being shared without the
consent of customers comes from the company itself. In this case it is the
responsibility of the company to be held accountant for this actions and the misuse of
personal information.

3.1.3.Privacy Breaches
The purpose of this section is to demonstrate how a breach in privacy and leakage of
personal information can come in many different ways. The following cases are some
of the most notable privacy leaks of the last few years, outlining the cause and the
impact.

Marriott Starwood Hotel:
This case is very significant due to the amount of people’s personal information
affected by this breach in security. It is estimated that around 500 million guest’s data
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was stolen when hackers broke into databases of the hotel. In a statement released by
the hotel chain they stated the following ‘‘for approximately 327 million of the guests,
the information includes some combination of name, mailing address, phone number,
email, passport number…’’

This is your digital life Quiz:
This was an online quiz that would pay those who completed it. The targets of the quiz
were Facebook user. The goal was to collect information about those who completed
the quiz by obtaining relevant information from their Facebook profile. The problem
with this quiz was that it was allowed (Because of the Facebook Privacy Policy) to not
only collect information from the respondent, but also the entire group of friends that
the individual would have on Facebook. The total number of people affected by this
scandal amounted to 87 million. The data was later sold from the developer of the quiz
to Cambridge Analytica.

The cases before are very different one from the other. The first case is an example of
a breach from external source, such as hackers. The second case was a result from
poor privacy policies from Facebook, that allowed the developer to collect information
from the social network website to sell it to third parties. The objective of this
comparison is to demonstrate that protecting the data from external sources isn’t
enough as long as the internal policies of data protection don’t have the customer as
their priority. The damage caused in the Marriott case could have been mitigated if
applying certain techniques that were mentioned in the previous section. By applying
such techniques, even if the hacker accessed the data, the amount of personal
information would have been lesser, reducing the impact on privacy breach.

3.1.4. Drawing the privacy boundary:
The previous sections consisted on how to protect the data of customers from leakage,
but for customers, sometimes the own company they are working with, and to whom
they agreed to share their data can be a privacy threat. In this section I will discuss
privacy from the customers perspective. From the types of data I discussed previously,
there are some aspects that can be sensitive and that would not like to be shared with
16

others, even if this personal information is just used for internal purposes of the
company. So the question for firms is where to draw the line?
Starting from the beginning, structured data doesn’t suppose a threat to customer’s
privacy and the information that is gathered should be analyzed to help the company
in its process of becoming more efficient, this information however should be
protected from leakers using some of the previous methods mentioned previously.
The issue arrives with unstructured data. This segment is so broad that there is not an
exact definition of what data is ethical to collect and what not. The problem with
today’s technologies is that companies collect information even when you are not in
their websites, through cookies. To prevent the violation of privacy of customers,
companies should focus on collecting data from direct interactions between the
company and the customer. In 2017 Winston Smith sued Facebook from tracking his
data on a cancer patient website with the purpose of profiting from this by later on
posting advertisement on Facebook. Companies should be able to gather data and
collect information about customer when they are interacting together, but anything
beyond this point is something most customers would not be comfortable with, and as
Martin’s study mentioned above showed, privacy is a major concern for customers,
and a violation of this privacy can have negative effects for any company. The problem
in today’s society is that the value that most companies give to profit and becoming
efficient blinds them from the primary focus that companies should have, keep
customers satisfied. Therefore, in order for companies to be ethical regarding the
privacy of their customers, they should inform them of tracking activities through the
web if they are doing so, and customers should have the ability to disable data
collection at will. To do so, its necessary for companies to be socially responsible and
take into consideration the damage that achieving their goal of efficiency will cause.
The end does not justify the means.
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3.2 Transparency:
3.2.1. What is Transparency?
This aspect of Big Data is not given as much importance in terms of how it’s controlled.
The GDPR discusses this topic in Art 12, according to this section of the regulation,
when dealing with transparency and communication they state that companies are
obliged to disclose any type of information that they have collected and processed
about customers if they demand to do so. The information disclosed must be
presented in a very specific format; it must be concise, clear, intelligible and easily
accessible form. The information that customer are entitled to request includes how
they are processing the data of the customer and what is the purpose of the data
collection, as well as with whom it is being shared. Companies are obliged to make it
easy for the customers to request the information and the delivery of such information
must be done in an efficient manner.

Although this section is useful because it provides a clear definition of how
communications between customers and companies should be when they request
information, they exclude a very significant part that is of crucial importance when
talking about data collection and transparency. The regulators of data protection
make no reference about how companies should ask customers for their data.
Companies disguise some of the information that they will be collecting by offering
contracts that are extremely long and not clear at all. In 2016 a group of Norwegians
launched a campaign lead by the Norwegian Consumer Council with the sole objective
of finding out how long it would take to read the terms and conditions that
Smartphone applications force customers to accept for the use of their service (Noack,
R. 2016)

When looking at the results, we can observe that the contracts are convoluted and of
an extreme length, and the average person does not have that much time to read it
thoroughly. Although some of the applications were local Norwegian application, there
were many that the average person has on their phone. The following graph shows the
results of how much time it would take to read some of the terms of agreement of
these applications.
18
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How is this related to transparency? If companies have to be transparent about the
information they collect once customers request it, why not be transparent about
what you are asking them to accept? These contracts do not meet the GDPR
requirements of concise, clear and intelligible. Do companies really expect people to
sit and read 95 minutes the terms and conditions to play Candy Crush? Or almost two
hours just to listen to music in Spotify? The contracts that customers are signing are
designed to be so tedious to read that customers are forced to accept it without
having the possibility to actually read it. Some could argue that this would define as
transparent due to the fact that by the extent of the contract, everything they will be
doing with your information is written down and presented to the customer before the
contract is accepted, but the truth is that the lack of clarity violates the transparency
principle. The same way the GDPR defines in a clear way how companies should
disclose information when customers request it, they should define how companies
should inform customers of the information they will be collecting from them when
using their service.
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3.2.2. Importance of Transparency
Although this topic is not given as much importance in comparison with the other two
that have been previously discussed, it is important to mention Transparency plays a
crucial role in the success or failure of a company. From the data collection and
processing perspective, transparency is importance for three main reasons: Trust,
allowing customers to make informed decisions and respect of customer’s rights.

There is a direct relationship between transparency and trust, which leads to an
increase in satisfaction of people. In 2007 there was a study performed in South Korea
that focused on analyzing the impact that transparency had in governmental
corruption (Park, H., & Blenkinsopp, J. 2011). The results showed that increasing
transparency was a good strategy to discourage corruption and eliminate bad
behaviors, this lead to an increase in trust by the public, which translated into higher
level of satisfaction. If we translate this into a business equivalent, the governmental
corruption would be the companies failing to inform customers of their practices, the
bad behaviors would be misusing data and information which would cause a decrease
in trust, causing customers to reconsider using the service, and losing market share
would damage the companies profits.

The second reason focuses more on the customer’s perspective. If informed properly,
the customer is given the certainty that the decision he/she is making will be the
correct one, since all the information available to make such decision will be at his/her
reach. This links once again with trust and satisfaction, two pillars that companies
should have present when managing customers relations. In addition, allowing
customers to make informed decisions will ensure fairness, since the company will at
no point be taking advantage of the lack of knowledge from the customers.

The last reason is related with the GDPR code of conduct. Due to the way the online
services work, companies can collect information from people who have not asked for
their service directly, since many companies work with technological partners who are
in charge of operating the data collection and processing aspects. It is the
responsibility of both the company that is working directly and the third parties
20

involved to inform the customer of such practices to ensure that customers do not lose
their rights that have been established by the GDPR, such as right to access, right to
erasure…

In conclusion, transparency’s main link is trust, however other aspects such as ensuring
customers rights are involved, hence it is of vital importance to guarantee
transparency.

3.2.3. Why avoid Transparency
The reason mentioned above should be enough incentive for companies to enforce a
policy of transparency with customers, however there are also reasons for companies
to avoid doing so. Being completely transparent can have various negative effects on
the company. The negative effects could include losing trust of customers, executives
profiting from hiding information, reputational image… To illustrate this, Equifax is a
perfect example of not being transparent about a data breach and how it can backfire.

Equifax case:
In 2017, Equifax, a credit rating agency was victim of cyber attack and the hackers
successfully obtained data from approximately 150 million clients. The attack was a
result of lack of security in their data storage software, the company was aware of this
weak point since the US-CERT1 had notified the company of the necessity to redesign
this software to protect the company from possible breaches. The company failed to
protect the data storage software and were victims of the attack mentioned above,
and the personal information of approximately 150 million consumers was stolen. The
answer of various upper level management members was to keep the information
private from the public alleging that disclosing the information would make them a
target for new attacks, however during this time four senior executives, among which
we the CFO could be found, sold shares of the company for a value that amounted to
1.8 million USD. (Rasalam, J., & Elson, R. J. 2019)

The executives profited from hiding the information to the public since after the
information was disclosed, the price of shares dropped around 50 USD in a period of
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time of two weeks. This practice was not only unethical because of their wrong
behavior of executives, but by failing to inform customers of such information, trust by
customers was lost, resulting in a loss in company’s value. The problem of Equifax was
that executives gave more value to their wellbeing than to the right of customers.
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3.3. CONSENT:
3.3.1. What is consent?
In the Big Data world, consent is necessary to gather information from customers,
since otherwise it would be a violation of their privacy. Consent is commonly defined
as agreeing to something, however, when we talk about giving consent to companies
to gather information about us, there are more factors included in the GDPR than just
simply agreeing to the terms the companies set. The GDPR is very quite specific
regarding this topic. When discussing consent and the requirements for it to be valid
the GDPR states the following:
‘’The basic requirements for the effectiveness of a valid legal consent are defined in
Article 7 and specified further in recital 32 of the GDPR. Consent must be freely given,
specific, informed and unambiguous. In order to obtain freely given consent, it must
be given on a voluntary basis. The element “free” implies a real choice by the data
subject. Any element of inappropriate pressure or influence, which could affect the
outcome of that choice, renders the consent invalid. In doing so, the legal text takes a
certain imbalance between the controller and the data subject into consideration’’
Based on this definition it is clear that simply agreeing to share your data is not enough
for consent to be valid, and the responsibility of ensuring the validity of such relies on
companies. The most characteristics the stands out the most are freely given, specific,
informed and unambiguous. Freely given implies that the customer is willingly to
accept with the terms that are being shown because he/she agrees with them, and not
because other factors are influencing the decision. Specific and informed go hand in
hand. To ensure the validity of consent, the customer must know what data will be
obtained and processed, how the data will be used, with whom the data will be shared
and with what purpose… The length of contracts that was discussed earlier in the
transparency section should also be taken into account when discussing consent. The
format should be concise and clear, which proved not to be true by the Norwegian
Consumer Council. In this section, it is also important to mention that the GDPR
specifies that companies can gather information but must inform customers of a right
called right to object (Art. 21), which gives the customer the right to ask the data
controllers to not process their data. The last requirement, unambiguous, focuses on
ensuring that customers give a clear affirmation of the agreement with the terms that
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the companies propose. From an ethical point of view, this is the requirement that
raises the least amount of issues that can affect the validity of consent, since the way
this ‘’clear affirmation’’ is given is very specific. The following image is an example of
how this confirmation is made on most websites.

Image 3 Facebook method of obtaining consent from customers
Source: Screenshot from Facebook’s homepage obtained the 14 of April 2020

This image is a screenshot from a Facebook’s website. As soon as a user enters the
website a window opens with information about the use of cookies explaining how if
they continue using their platform they are agreeing to the terms of data collection
and processing. By adding this popup, it is practically impossible for the user to no see
this text, so if it is ignored it is the customer’s fault for disregarding the message.

3.3.2 Issues customers face regarding consent requirements:
Although the GDPR makes it clear that consent should be given in a specific way,
companies find ways to twist the definition for their own advantage. The GDPR
specifies that consent should be given freely, without external factors affecting the
decision. In reality this is not always true, since many online service providers do not
allow customers to use the service unless they agree to the terms of agreement. So
from an ethical point of view, we must ask ourselves if this meets one of the most
important ethical principles, Fairness. When customers are forced to accept data
sharing just because they want to use a service does not really meet the free choice
requirement, since customers may be reluctant to share some information, but have a
necessity to use that online service so they are left with no other option that accepting
the terms that the company is offering.

3.3.3. ‘’Goodbye Big Five’’
To put that into perspective, Kashmir Hill, a journalist for the technological weblog
Gizmodo, carried out an experiment to show the lack of power that customer has and
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how dependant we are on online services. The experiment consisted on blocking the
big five tech companies (Amazon, Apple, Facebook, Google and Microsoft) for a week
each. The goal was to try to prevent these companies from getting access to her sales,
data and attention. In order to block these tech giants she would block the websites
owned by them (Hill. 2019). Once she concluded her study, she came to the conclusion
that in today’s digital world, its virtually impossible to live without having the service
providers mine data about you, even for simple tasks like talking to a relative or
communicating with a coworker, we rely on the service they provide. This raises
awareness regarding the free choice, because customers should ask themselves if they
agree because of personal beliefs of data privacy and are willing to authorize
processing of their information, or simply they are forced to agree in order to not
ostracize themselves in today’s society, where if they do not use these services they
would be an outcast of society. As a collaborator of the study named Daniel K. Gillmor
says, ‘’I have the capacity to make this choice (not get his data mined). I know a lot of
people would like to sign off but can’t for financial reasons or practical reasons’’.
Gillmor believes that quality of live of people would increase if their data was mined
and monetized, and although this though is a big generalization, it would be ideal if the
customers had the power to make the decision for themselves, and not to be able to
be a functional being in today’s society.

3.3.4. Possible solution to freely given consent
The solution to this problem is similar to the one proposed in the section 2.1.4 Where
to draw the line. The solution is a bit idealistic, because in reality companies are not
willing to give up most of the data they collect, but some companies apply it, so if
some are able to succeed using this technique, why cannot others do the same. In the
case of El País, a Spanish newspaper, they allow customers to decide whether they are
willing to share information and personalize to a certain degree their privacy settings.
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Image 4 ElPaís.com method of personalizing data collection from readers
Source: Screenshot from Elpaís.com consent settings obtained the 16th of April 2020

Many other online service providers use this type of setting when asking for consent,
but it is not a universal method. This would ensure that consent is given freely, since in
this case the customer has more control about the decision he/she is making.
However, for this to happen companies would have to be willing to give more control
to customers, which is not common in many cases due to the impact it can have in
profits of the company derived from the data collected. Data collectors value more the
information that they will gather than the free choice of customers.

3.3.5 Freemiums
There is a business model that is gaining popularity with the new online services called
Freemiums. There are different approaches to this model, the most common, is
providing a fraction of the total service, so by using the free version the customer will
only have access to certain access of the service. Another approach is to differentiate
premium user from free users by not placing ads in those who have the ability to pay.
The issue with this method is that in order for companies to maximize the profit from
placing ads, they gather data from users to make the advertisements that they show to
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the free user more attractive, since the effectiveness of ads will be greater if it includes
goods that the customer likes or has knowledge about. This raises once again the issue
of inequality and fairness. From an ethical point of view, it does not seem fair that
having higher purchasing should allow to keep your data more private, since the
Freemium service provider will not have an incentive to gather as much information
from this type of user because they cannot place advertisement for them to see. The
data of those who lack the ability to pay for the premium service and are forced to use
the ‘’Free’’ version will be more valuable for the company, hence having an incentive
to gather and process more data from this users. In conclusion, this method destroys
the free given consent requirement, since now the financial status of an individual will
affect the decision of deciding which type of service free/premium to use. This method
of the Freemium model violates rights of Internet users from an ethical point of view
because creates inequality among users, since those that cannot afford the premium
service will be obliged to disclose information.
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4. CONCLUSION.
In this section of the paper, the overall conclusion will be presented from each of the
three sections that have been mentioned, Privacy, Transparency and Consent.

Privacy:
Privacy is the core of all problems of the data world. The value that data processing
adds to companies is too important for them to decide to minimize its use. As data
collection will continue to grow due to the new technologies that are available, the
control of it should follow. In 2020 the control over this aspect of customers live is far
from the ideal point. Definition of privacy in data terms is very vague and customers
are the ones suffering this. Companies are deciding what data to obtain and what to
do with it, and with the value that data has nowadays they have no incentive to take
into consideration the customers perspective. This results in a lack of ethical behavior
from companies in terms of privacy of customers; however, this is the fault of the
organisms in charge of regulating this subject. Much progress is required for
customer’s privacy to be safe.

From the customer’s perspective, there is not much that can be done if they want to
be a functional member in today’s society and keep private information from
companies. The lack of guidelines indicating the difference between customer’s private
data, information that they would not want anyone to know, and public data,
information that they are wiling to share with the companies they work with, prevents
customers from having the choice about their privacy and how to protect it. The GDPR
should work on segmenting data into what should be accessible to companies and
what data should be considered to access.

From the company’s perspective, it is their responsibility to maintain an ethical
behavior regarding how they obtain data, what data they obtain and how they use it.
There is a trade off between profits from data processing and privacy of customers. As
a result of the value that data has, most companies are reluctant to give up such data,
in those cases where companies are not willing to give up collecting sensitive
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information, companies should pay special focus to minimize the risk of exposure of
customers personal information in case of a breach.

Transparency:
Much like privacy, transparency is a victim of lagoons when the GDPR and other
organisms treat this topic. The Equifax case is an example of the importance of
transparency and more clear guidelines should be given regarding this topic.

Transparency begins before customers and company sign and agreement, thus the
GDPR should work on improving this area, since transparency of contracts has proven
to be an issue for customers and a way for companies to take advantage of the
situation to maximize their potential benefits. Guidelines should be created clarifying
how the companies should ask customers for specific things, assuring that the format
is clear and concise, otherwise companies can exploit it and customers suffer from this
abuse.

In terms of transparency when handling breached and incapability to keep customer
data private, although it may seem as a possible solution to not notify customers, in
the long run the negative effects will be greater than if the company adopted a policy
of transparency.

Consent:
In my opinion, although it may seem that consent is the section (out of the three
analyzed in the paper) that has been defined in a manner that guarantees customer
their rights and works to ensure their freedom, this is not entirely true.

The way that customers give consent to the use of their personal data still has room
for improvement to empower the customer and guarantee a free given consent. The
way consent is asked by companies does not face any ethical issues, however the
companies that oblige customers to give consent in order for them to use their service
should be looked upon, this limits the freedom of customers since some services are
necessary for their daily activities and forcing them to accept terms they might not
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agree just so they can fulfill a need does not seem ethical from my point of view.
Consent asking method like ElPaís.com allow customers to make a free choice, giving
more power and freewill to the customer. All companies should adopt this model if
their objective is to offer a fair treatment to customers.

The way that regulation treat the topics discussed is far from ideal, the companies
have significantly more power than customers. Many of the services that companies
offer that result in the collection of data are of vital importance for its users, therefore
to protect their rights the balance should redistributed. Companies oftentimes look
out for their own interest, disregarding the impact that their actions might have in the
community, in order to change this, stricter regulation is required and more detailed
regulations have to be developed to create a safe environment for customers.
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